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Moving to a broader Cloud environment
Global Cloud Survey

76% of CEOs  
surveyed considering  
migrating apps to the 
cloud within 18  
months…
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KPMG Global Cloud
Survey 2018

Total respondents (n = 674)

Source: KPMG International’s Global Cloud survey: The implementation challenge
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The cloud ecosystem is maturing and 
scaling 

Source: The 2018 Harvey Nash/KPMG CIO Survey

Improve availability and resiliency 

Improve agility and responsiveness 

Accelerate product innovation

Best solution available

Save money  

Simplified management

Shift CapEx to OpEx 

Better enable the mobile workforce

Data centre modernisation  

Support global shared services

Improve alignment with customers

Attract talent

2018

2017
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82%...
have more 
confidence in 
cloud
technology
than the last 3 
years
HARVEY NASH / KPMG CIO SURVEY 2019
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The change of your ecosystem

Threat objectiveThreat actor

New models, architectures and relationships New and existing threats

— Financial gain

— Corporate espionage

— Financial gain

— Competitive advantage

C
om

pe
tit

or
N

at
io

n 
st

at
e — Economic advantage 

— Financial gain 

— Intelligence 

H
ac

ke
r — Fame

— Notoriety 

— Embarrassment 

— Financial gain

O
rg

an
iz

ed
cr

im
e

C
om

pe
tit

or

CLOUD
ecosystem

Public,
Private,
Hybrid SaaS, PaaS, 

IaaS

Multi-cloud 
dependences

Architecture
and

deployment
Software-
defined 

perimeters

Data
protection

Secure Appl.
API 

development

Data decommis-
sioning

Vendor 
management

RISK



©2019 KPMG Advisory, a Belgian CVBA/SCRL and a member firm of the KPMG network of independent member firms affiliated with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved. 6

Sharing Responsibilities with Others….

Source: Microsoft what does shared responsibility in the cloud mean
https://blogs.msdn.microsoft.com/azure
security/2016/04/18/what-does-shared-responsibility-in-the-cloud-mean/

1. The adoption of cloud introduces a shared 
responsibility model for security

2. Consumers have the most responsibility with IaaS
and least with SaaS cloud models

3. This shared responsibility model can create 
confusion and risk exposures for cloud consumers 
if not properly understood and addressed

Organizations should clearly define cloud security roles and 
responsibilities and ensure cloud vendor contracts, cloud vendor 

implementations, and control operations address gaps.

https://blogs.msdn.microsoft.com/azure
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Sample top 
cloud 
security 
risks

Sample Risk Summary Description Policy People Process Technology Legal

Lock-In Inability to move data and processes from one 
provider toanother.

    

Loss of Governance Lack of access to provider tools to control
and monitor your data &  environment. 
For example in-ability to back-up and 
remove data.

    

Isolation Failure Underlying shared resource is compromised.     

Compliance Risks In-ability to demonstrate compliance across cloud
environments (e.g. PCI,  HIPAA, GDPR, etc.).     

Management
Interface  
Compromise

Cloud administrative and management 
consoles are accessible from  anywhere 
and most any device.

    

Data Protection In-ability to know where your data is, how it is 
being shared and used, who  has access to it, 
and who has accessed it.

    

Insecure or  
Incomplete Data  
Deletion

Risk that data is not properly deleted or removed.     

Malicious Insider Internal human resources gaining un-authorized 
or inappropriate access to  sensitive information 
and / or otherwise altering or making un-available.

    

Effectiveness of Risk Management Lever (Consumer)ENISA Top Cloud Security Risks by Likelihood & Impact

Top risks in 2016, did it change?
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There have been several cloud related incidents
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Guiding principles for Cloud Security, Privacy and Compliance

Security exists to  
reduce business risk;  
cloud security must  
‘enable’ and provide  
solutions to understand  
and reduce risks to  
acceptable levels

2. Risk-focused

Cloud security  
architecture and  
solutions should  
address security across  
multiple clouds and use  
cases (IaaS, PaaS,  
SaaS, etc.)

3. Protect hybrid  
and multi-cloud

Legacy investments  
are not enough; agile,  
API-driven and  
purpose-built solutions  
for cloud are required  
(e.g., security as a  
service)

5. Invest smart

Legacy security  
mindsets won’t work;  
security must operate  
with an agile business  
risk advisory mindset  
with understanding of  
cloud architecture and  
operations

1. Business &  
stakeholder minded

While security  
fundamentals still  
apply, the security  
technology, process,  
people and delivery  
models must adapt to  
enable cloud adoption  
and operations

6.Agile, on-demand  
&, Seamless

Cloud security  
capabilities should be  
defined, implemented,  
and operated to  
demonstrate and  
enforce cyber and  
privacy compliance to  
appropriate frameworks  
& regulations

4. Cyber and  
privacy compliance
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Leverage a Cloud Defense Framework to manage risks

GDPR
Compliance

GDPR
Complia

nce

Security 
Platform

Integration

People
Process

Cloud Defense Framework

Capabilities to 
Achieve Security 
Visibility
…from initiation 
through a sustainable 
program

Strategy and plan

Vision definition Strategic roadmap Portfolio planning and 
prioritization

Market intelligence and 
leading practice

Governance and Oversight

Policies and 
standards

Audit and 
controls

Ownership and 
accountability

Regulation and 
compliance

Risk 
management 

and 
exceptions

Training and 
awareness

Identify Protect Detect

Threat 
intelligence/

hunting

Asset and 
configuration 
management

Vulnerability 
scanning

Endpoint 
protection

Perimeter 
protection

Application 
security

Rights 
management

Data encryption

Data backup

Patch and update 
management

DLP

Identity and 
access 

management

Logging and monitoring

Advanced Persistent 
Threat (APT)

IDS/IPS

UEBA

Respond and Recover
Incident 

Management Monitoring Enforcement Alerting and 
reporting

Logging and 
analytics

Metrics and Reporting

KRIs/KPIs Dashboards Analytics Business intelligence

Security and Compliance

Identity

Information Protection & 
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Threat  Protection

Security Management

Priority Area’s

Technology
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Add metaphore on Cloud Journey

Final

Multi-Cloud is like juggling plates, you need to divide your 
attention to those aspects that requires the most attention!
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Panel 
discussion
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