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JOINT PRESS RELEASE

422 arrested and 4 031 money mules identified in global
crackdown on money laundering

BRUSSELS/THE HAGUE, 2 December 2020 - Today, law enforcement authorities from 26
countries and Europol announce the results of the European Money Mule Action ‘EMMA 6/,
a worldwide operation against money mule schemes. Between September and November
2020, EMMA 6 was carried out for the sixth consecutive year with the support of the
European Banking Federation (EBF), FinTech FinCrime Exchange, INTERPOL and Western
Union. As a result, 4 031 money mules were identified alongside 227 money mule
recruiters, and 422 individuals were arrested worldwide.

During the span of the operation, 1 529 criminal investigations were initiated. With the
support of the private sector including more than 500 banks and financial institutions,
4 942 fraudulent money mule transactions were identified, preventing a total loss
estimated at €33.5 million.

The European Banking Federation, together with member bank associations across Europe
supported the action for the fifth time.

Don’t become a link in the money laundering chain

Money mules are individuals who, often unwittingly, have been recruited by criminal
organisations as money laundering agents to hide the origin of ill-gotten money. Unaware
that they are engaging in criminal activities, and tricked by the promise of easy money,
mules transfer stolen funds between accounts, often in different countries, on behalf of
others. In exchange, they receive a commission for their services.

While mules are recruited via numerous routes such as direct contact or through email,
criminals are more and more turning to social media to recruit new accomplices, through
the advertisement of fake jobs offers (e.g. ‘money transfer agents’), online pop-up ads
and instant messaging applications. Although some COVID-19 related cases have been
reported, payment process compromise and romance scams continue to be the most
recurrent schemes. The use of cryptocurrencies by money mules is also on the rise.

This week, Europol and EU law enforcement authorities together with international
partners and financial institutions will launch the #DontBeaMule campaign to raise
awareness among the public on the risks of money mule schemes.
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https://www.europol.europa.eu/activities-services/public-awareness-and-prevention-guides/money-muling

The campaign, promoted nationally by competent authorities, will aim to inform the ®
about how criminals operate, how they can protect themselves and what to do if t
become involved.

What do you risk as a money mule?

- physical attacks or threats if you don’t continue to cooperate with the criminals;

- prison sentence, fine or community service;

- acriminal record that could seriously affect the rest of your life such as never
being able to secure a mortgage or open a bank account.

What can you do?

If you think you might be used as a mule, act now before it is too late: stop transferring
money and notify your bank and your national police immediately.
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Europol support

Operation EMMA is part of an ongoing project conducted under the umbrella of the EMPACT
Cybercrime Payment Fraud Operational Action Plan, designed to combat online and
payment card fraud, led by the Netherlands. Building on the success of the previous EMMA
operations, EMMA 6 saw the participation of law enforcement authorities from Australia,
Austria, Belgium, Bulgaria, Croatia, Cyprus, Czechia, Estonia, Finland, Greece, Hungary,
Ireland, Italy, Lithuania, Moldova, Netherlands, Poland, Portugal, Romania, Spain,
Sweden, Switzerland, Slovenia, Slovakia, United Kingdom and United States.

During this yearlong operation, Europol supported the coordination and preparation of
operational meetings, delivered analysis and facilitated the exchange of information
between law enforcement authorities and private partners. Furthermore, Europol
coordinated the awareness campaign with the participating countries.

Headquartered in The Hague, the Netherlands, Europol supports the 27 EU Member States
in their fight against terrorism, cybercrime and other serious and organised forms of crime.
We also work with many non-EU partner states and international organisations. From its
various threat assessments to its intelligence-gathering and operational activities, Europol
has the tools and resources it needs to do its part in making Europe safer.
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Media contact:

%
EBF Media Centre, press@ebf.eu, +32 2 508 3732 o

About the EBF:

The European Banking Federation is the voice of the European banking sector, bringing together national banking
associations from across Europe. The EBF is committed to a thriving European economy that is underpinned by a stable,
secure and inclusive financial ecosystem, and to a flourishing society where financing is available to fund the dreams of
citizens, businesses and innovators everywhere. Website: www.ebf.eu
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